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Figure 14-34 Continuous data protection (CDP) provides automatic data backup whenever data is changed in an enterprise. 

Can I use CDP at home?
Yes. The price of storage devices is decreasing, and companies that provide CDP are able to offer their 
 services at rates much lower than what once were offered. For instance, one company allows you to back 
up 2 GB of data continuously for less than $60 per year.

 For more information, visit scsite.com/dc2011/ch14/faq and then click CDP.

FAQ 14-6

Disaster Recovery Plan
A disaster recovery plan is a written plan 

describing the steps a company would take to 
restore computer operations in the event of a 
disaster. Every company and each department or 
division within an enterprise usually has its own 
disaster recovery plans. A disaster recovery plan 
contains four major components: the emergency 
plan, the backup plan, the recovery plan, and the 
test plan.

The Emergency Plan An emergency plan 
 specifies the steps to be taken immediately after 
a disaster strikes. The emergency plan usually 
is organized by type of disaster, such as fire, 
flood, or earthquake. Depending on the nature 
and extent of the disaster, the procedures that 
are  followed in an emergency will differ. All 
emergency plans should contain the following 
 information:
 1. Names and telephone numbers of 

people and organizations to notify (e.g., 
management, fire department, police 
department)

 2. Procedures to follow with the computer 
equipment (e.g., equipment shutdown, 
power shutoff, file removal)

 3. Employee evacuation procedures
 4. Return procedures; that is, who can reenter 

the facility and what actions they are to 
perform

The Backup Plan Once the procedures in the 
emergency plan have been executed, the next 
step is to follow the backup plan. The backup 
plan specifies how an organization uses backup 
files and equipment to resume information 
processing. The backup plan should specify the 
location of an alternate computer facility in 
the event the organization’s normal location is 
destroyed or unusable. 

When operations are so important that an 
organization cannot afford to lose the opera-
tions to a disaster, the organization often main-
tains a hot  site, which is a separate facility that 
mirrors the systems and operations of the criti-
cal site. The hot site always operates concur-
rently with the main site, so that if either site 
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becomes  unavailable, the other site continues 
to meet the organization’s needs. The process 
of one system automatically taking the place 
of a failed system is called failover. A cold site 
is a site that mirrors the critical site, but does 
not become operational until the critical site 
becomes unavailable. When using a cold site, 
some time elapses between the disaster and 
when the cold site becomes functional.

The backup plan identifies these items:
 1.  The location of backup data, supplies, 

and equipment
 2. The personnel responsible for gathering 

backup resources and transporting them 
to the alternate computer facility

 3.  A schedule indicating the order in which, 
and approximate time by which, each 
application should be up and running 

For a backup plan to be successful, the 
organization must back up all critical 
resources. Also, additional people, including 
possibly nonemployees, must be trained in 
the backup and recovery procedures because 
organization personnel could be injured in a 
disaster.

The location of the alternate computer 
facility is important. It should be close 
enough to be convenient, yet not so close that 
a single disaster, such as an earthquake, could 
destroy both the main and alternate computer 
facilities. Some organizations preinstall all 
the necessary hardware, software, and com-
munications devices at the alternate computer 
facility. These facilities immediately are ready 
in the event of a disaster. In other cases, the 
alternate computer facility is simply an empty 
facility that can accommodate the necessary 
computer resources, if needed. One more 
alternative is to enter into a reciprocal backup 
relationship with another firm, where one firm 
provides space and sometimes  equipment to 
the other in case of a disaster.

The Recovery Plan The recovery plan 
specifies the actions to be taken to restore 
full information processing operations. As 
with the emergency plan, the recovery plan 
differs for each type of disaster. To prepare 
for disaster recovery, an organization should 
establish planning committees, with each one 
responsible for  different forms of recovery. 

For example, one committee is in charge of 
hardware replacement. Another is responsible 
for software replacement.

The Test Plan To provide assurance that the 
disaster plan is complete, it should be tested. 
A disaster recovery test plan contains informa-
tion for simulating various levels of disasters 
and recording an organization’s ability to 
recover. In a simulation, all personnel follow 
the steps in the disaster recovery plan. Any 
needed recovery actions that are not specified 
in the plan should be added. Although simu-
lations can be scheduled, the best test of the 
plan is to simulate a disaster without advance 
notice. Read Innovative Computing 14-2 to 
find an example of another type of simulation.

PS3s Perform Rocket Science
Sony’s PlayStation 3 has won the hearts 
of some gamers, but it also is finding 
a home in scientific 
labs. Astrophysicists 
at the University of 
Massachusetts networked 
15 PS3s, installed Linux, 
and programmed the 
supercomputer to simulate 
black hole activity.

Their PS3 Gravity Grid 
outperforms the best desk-
top computers available 
and is powered by a Cell 
processor, which has six 
special computing engines that can perform 
multiple mathematical operations in a single 
step. The researchers claim this speed, com-
bined with the PS3’s relatively low cost, give 
their Gravity Grid the least expensive raw 
computing power per dollar of any computer 
available today.

The PS3s are being used for several proj-
ects. The Binary Black Hole Coalescence 
study estimates the properties of gravita-
tional waves generated when two enormous 
black holes collide. Albert Einstein predicted 
these traveling ripples in his general relativ-
ity theory. Another project, called AstroPulse, 
searches for high-power broadband signals 
being sent from possible black holes, pulsars, 
and civilizations on distant planets.

 For more information, visit scsite.com/
dc2011/ch14/innovative and then click 
PS3.

INNOVATIVE COMPUTING 14-2

h f

 Disaster Recovery 
Plan
For more information, visit 
scsite.com/dc2011/ch14/
weblink and then click 
Disaster Recovery Plan.



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages false
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness false
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages false
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 72
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages false
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 72
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages false
  /MonoImageMinResolution 300
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 100
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 4.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects true
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /Description <<
    /ENU ()
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AllowImageBreaks true
      /AllowTableBreaks true
      /ExpandPage false
      /HonorBaseURL true
      /HonorRolloverEffect false
      /IgnoreHTMLPageBreaks false
      /IncludeHeaderFooter false
      /MarginOffset [
        0
        0
        0
        0
      ]
      /MetadataAuthor ()
      /MetadataKeywords ()
      /MetadataSubject ()
      /MetadataTitle ()
      /MetricPageSize [
        0
        0
      ]
      /MetricUnit /inch
      /MobileCompatible 0
      /Namespace [
        (Adobe)
        (GoLive)
        (8.0)
      ]
      /OpenZoomToHTMLFontSize false
      /PageOrientation /Portrait
      /RemoveBackground false
      /ShrinkContent true
      /TreatColorsAs /MainMonitorColors
      /UseEmbeddedProfiles false
      /UseHTMLTitleAsMetadata true
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks true
      /AddPageInfo true
      /AddRegMarks true
      /BleedOffset [
        13.500000
        13.500000
        13.500000
        0
      ]
      /ConvertColors /ConvertToRGB
      /DestinationProfileName (sRGB IEC61966-2.1)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements true
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MarksOffset 6
      /MarksWeight 0.250000
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PageMarksFile /RomanDefault
      /PreserveEditing true
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


